LumPKIN COUNTY RESOLUTION NoO. 2009-34

A RESOLUTION TO ADOPT AND IMPLEMENT
THE
LumMPKIN COUNTY IDENTITY THEFT PREVENTION PROGRAM

Whereas, the governing authority of Lumpkin County is required by the U. S. Federal
Trade Commission to draft and adopt a County Identity Theft Prevention Program as provided
by 16 C.F.R. § 681.2; and,

Whereas, the Board considered the size and complexity of the County's operations and
account systems, and the nature and scope of the County's activities; and

Whereas, the governing authority of Lumpkin County now desires to approve such a
program;

Now therefore, it is hereby resolved that the Lumpkin County Board of Commissioners
Identity Theft Prevention Program attached hereto as Exhibit “A” is hereby adopted as the

official program for Lumpkin County government accounts.

Resolved, adopted and effective this 21* day of May, 2009.

John Rgber, \Chairman
LumpkitnCounty Board of Commissioners

Attest:

P B A
Rith A. Bohac
Clerk, Lumpkin County
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Lumpkin County Board of Commissioners

Identity Theft Prevention Program

Effective beginning May 21%, 2009
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L PROGRAM ADOPTION

The Lumpkin County Board of Commissioners (“Board™) developed this Identity Theft
Prevention Program ("Program") pursuant to the Federal Trade Commission's Red Flags Rule
(“Rule”), which implements Section 114 of the Fair and Accurate Credit Transactions Act of
2003. 16 C. F. R. § 681.2. This Program was developed with oversight and approval of the
Board of Commissioners. After consideration of the size and complexity of the County's
operations and account systems, and the nature and scope of the County's activities, the Board
determined that this Program was appropriate for the Lumpkin County, and therefore approved
this Program on May 21%, 2009.

IL. PROGRAM PURPOSE AND DEFINITIONS
A. Fulfilling requirements of the Red Flags Rule

Under the Red Flag Rule, every financial institution and creditor is required to establish an
“Identity Theft Prevention Program” tailored to its size, complexity and the nature of its
operation. Each program must contain reasonable policies and procedures to:

1. Identify relevant Red Flags for new and existing covered accounts and incorporate those
Red Flags into the Program;

2. Detect Red Flags that have been incorporated into the Program;

3. Respond appropriately to any Red Flags that are detected to prevent and mitigate Identity
Theft; and

4. Ensure the Program is updated periodically, to reflect changes in risks to customers or to
the safety and soundness of the creditor from Identity Theft.

B. Red Flags Rule definitions used in this Program

“Identity Theft” is a “fraud committed or attempted using the identifying information of another
person without authority.”

A “Red Flag” is a “pattern, practice, or specific activity that indicates the possible existence of
Identity Theft.”

A “Covered Account” includes all accounts administered by the County.

“Program Administrator” is the individual designated with primary responsibility for oversight
of the program. See Section VI below.
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“Identifying information™ is “any name or number that may be used, alone or in conjunction with
any other information, to identify a specific person,” including: name, address, telephone
number, social security number, date of birth, government issued driver’s license or
identification number, alien registration number, government passport number, employer or
taxpayer identification number, unique electronic identification number, computer’s Internet
Protocol address, or routing code.

III. IDENTIFICATION OF RED FLAGS.

In order to identify relevant Red Flags, the County considers the types of accounts that it
offers and maintains, the methods it provides to open its accounts, the methods it provides to
access its accounts, and its previous experiences with Identity Theft. The County identifies the
following red flags, in each of the listed categories:

A. Notifications and Warnings from Credit Reporting Agencies

Red Flags

1) Report of fraud accompanying a credit report;

2) Notice or report from a credit agency of a credit freeze on a customer or applicant;

3) Notice or report from a credit agency of an active duty alert for an applicant; and

4) Indication from a credit report of activity that is inconsistent with a customer’s usual pattern
or activity.

B. Suspicious Documents

Red Flags

1. Identification document or card that appears to be forged, altered or inauthentic;
Identification document or card on which a person’s photograph or physical description is
not consistent with the person presenting the document;

3. Other document with information that is not consistent with existing customer
information (such as if a person’s signature on a check appears forged); and

4. Application for service that appears to have been altered or forged.
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C. Suspicious Personal Identifying Information

Red Flags

1. Identifying information presented that is inconsistent with other information the customer
provides (example: inconsistent birth dates);

2. Identifying information presented that is inconsistent with other sources of information
(for instance, an address not matching an address on a credit report);

3. Identifying information presented that is the same as information shown on other
applications that were found to be fraudulent;

4. Identifying information presented that is consistent with fraudulent activity (such as an

invalid phone number or fictitious billing address);

Social security number presented that is the same as one given by another customer;

An address or phone number presented that is the same as that of another person;

A person fails to provide complete personal identifying information on an application

when reminded to do so (however, by law social security numbers must not be required);

and

8. A person’s identifying information is not consistent with the information that is on file
for the customer.

ki

D. Suspicious Account Activity or Unusual Use of Account

Red Flags

1. Change of address for an account followed by a request to change the account holder's
name;

Payments stop on an otherwise consistently up-to-date account;

Account used in a way that is not consistent with prior use (example: very high activity);
Mail sent to the account holder is repeatedly returned as undeliverable;

Notice to the County that a customer is not receiving mail sent by the County;

Notice to the County that an account has unauthorized activity;

Breach in the County's computer system security; and

Unauthorized access to or use of customer account information.

80y s o

E. Alerts from Others

Red Flag

1. Notice to the County from a customer, identity theft victim, law enforcement or other

person that the County has opened or is maintaining a fraudulent account for a person
engaged in Identity Theft.






